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Disclosure / ACK

* The talk mentions the following commercial
software, historical and current:

— Microsoft Windows
— Mac OS X
— RAM Doubler

* | am a user of the first two, have experience with
the third, and have no financial interest in any of
them

 ACK: Andrew Case, who is now handling most of
the Linux side of this research while | target Mac
OS X



Forensics, Features, Privacy

New OS features may positively impact privacy...
...but negatively impact digital forensics capabilities
e.g..

— Native whole disk encryption

— Encrypted swap

— Secure erasure of Recycle Bin / Trash

— Secure erasure during disk formatting

Or the other way around

Today’s topic: Compressed RAM

Claim: with some work, positively impacts forensics
First some background

© 2014 by Golden G. Richard lll (@nolaforensix)



Where’s the Evidence?

l
Files and Filesystem Application Windows |
Deleted Files metadata metadata registry :
l
l
A . . :
Prlnf'iclzzool H'b%:;;t'on Temp files Log files I
l
l
l
Slack space Swap files L SR '
caches traces I
l
RAM: OS and
app data <«—— Memory analysis
“Traditional” structures

storage forensics
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Memory Analysis on RAM Dump

Processes (dead/alive) «—— e.g., discover unauthorized programs

Open files -« e.g., detect keystroke loggers,
hidden processes

Network connections - e.g., find backdoors, connections

_ _ to contraband sites
Volatile registry contents

Volatile application data -

Other OS structures -« e.g., analysis of memory allocators to
retrieve interesting structures, filesystem

cache, etc.

Encryption keys

A

e.g., keys for whole disk encryption
schemes

’ ° °
W h a t S m I SS I n g ? © 2014 by Golden G. Richard Il (@nolaforensix)



Memory Analysis: Swap Files

“Traditional” forensics: capture contents of

storage devices, including the swap file = swapfile
on disk

Swap file contains RAM “overflow” —if you
don’t have this data, you may not have a
complete memory dump

Live forensics / memory analysis: capture RAM /Y
contents \

11110010010011010010010101010101 4096

If you acquire both RAM and disk contents,

memory smearing is likely and the swap file
may be (very) out of sync with the memory

dump

01000001010010010010001000100010

111111111111111111111111111111111

010101010101010101010101010101011 2G B

© 2014 by Golden G. Richard lll (@nolaforensix)



Forensically, Swap Files are a Mess

RAM
dump

Data trapped
in unsanitized

to swap file

blocks allocated

<€ ->
encrypted swap
void swap crypt ctx initialize ( void ) {
unsigned int 1i;
554-88-2345 if ( swap_ crypt ctx initialized == FALSE ) {
. for (i = 0; i < ( sizeof ( swap crypt key ) /
kOOI@gmaII.Com sizeof ( swap_ crypt key [0])); i++) {
swap_crypt key [i] = random();

murder

struct {
int ip;

}

aes _encrypt key (
(const unsigned char *) swap crypt key ,
SWAP CRYPT AES KEY SIZE ,
&swap_crypt ctx.encrypt);

swap_crypt ctx initialized = TRUE ;

}

= Clear Report
Clear Recent Projects List
B

" Compress...

Dek Inventary.
6 Info.

Export Evidence of Interest

Regext, RegFx Class Reference.

} netstat;
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More Background: Memory Management

<€ 2GB —

— Operating system
* |f there is one

— Individual applications— §_ 4

— All applications
e |f more than one can run at a time

* Possibly fairly, or some other policy

* 0S’s need to manage -
memory efficiently to feed RAM- hungry apps

Ever-increasing “need” for more memory

© 2014 by Golden G. Richard lll (@nolaforensix)



Virtual Memory

Allows individual processes to have a contiguous,
linear address space

Virtual address space is divided into fixed-size
blocks called pages

Physical memory is divided into blocks of same
size
On x86 Intel, these are 4K

OS keeps track of allocated and free pages of
RAM

Allocate only as many pages to a process as
needed
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Logical vs. Physical Addresses

* Virtual address: Address whose scope is a
particular process or OS kernel

* Physical address: Location in physical RAM

Process P2
0 RAM

4096 Process P3 0
0 4096

4096

Process P1

4096

4GB

2GB

4GB

4GB

© 2014 by Golden G. Richard lll (@nolaforensix)
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Paging: (Very) Simplified View

Process P1

A096 | 11110010010011010010010101010101

4GB

P1 page table

€«<—>

€«—>

€«
<>

2

Page tables (per process) are used to translate
ogical to physical addresses

Pages for a particular process are generally not in
contiguous order in RAM

1

11111111111111111111111111111111 4096

%

0000000000000000000000000000000000

2GB

© 2014 by Golden G. Richard lll (@nolaforensix)



64-bit Mode: 4-level Page Tables: 4K Pages

Linear Address

/9

401

Page-Directory-
Po?nter Tablery

Dir. Pointer Entry

Directory Entry

j Page-Directory

Page Table

PML4 Entry

CR3 (PML4)

NOTES:
1. 40 bits aligned onto a 4-KByte boundary

63 4847 39 38 3029 2120 121
| Sign Extended | PML4 | Directory Ptr | Directory | Table Offset
4
/19 (
‘ a: I |9 12 4-KByte Page
Physical Addr
—» Page-Table Entry [ <
28

512 PML4 *512 PDPTE + 512 PDE = 512 PTE = 2% Pages

Figure 3-24. 1A-32e Mode Paging Structures (4-KByte Pages)

© 2014 by Golden G. Richard Il (@nolaforensix)
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Stretching RAM

Want to allocate more memory to processes
than total amount of physical RAM

Extend physical RAM by swapping pages to
swap file on disk and retrieving as necessary

Allows more (and bigger) processes to execute
Workable, because:

— Not all executing processes are active at once

— Processes typically have “working sets” of pages,
e.g., memory they’re actively using “now”
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Virtual Memory with Swapping

For good performance,
can’t overdo it! The pipe

between RAM and disk is
small

Otherwise: THRASHING

Process P1

() 01000001010010010010001000100010

409 6 11110010010011010010010101010101

01001001010100111111111111111000

11111111111111111111000011111111

4GB

100MB/sec

P1 page table

<> 2

<> 1

00000000000000000000000000000000

&> |Not present

11110010010011010010010101010101

&> |Not present

01000001010010010010001000100010

111111111111211112112111112111111111

010101010101010101010101010101011

4096

2GB
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Swapping Explicitly Supported by HW

Page-Table Entry (4-KByte Page)

63 maxphyaddr 32
Base
Reserved (set to 0) Addr.

31 121 9876543210
P PPIUR

Page Base Address Avail G/A|D|ACW / /|P
T DIT|S W

Present bit in
page table entry (PTE)

© 2014 by Golden G. Richard Il (@nolaforensix)



Virtual Memory with Swapping

SSDs substantially increase

size of pipe 500GB/sec or so swap file
on SSD

Process P1 P1 page table
RAM

00000000000000000000000000000000 O

() | 01000001010010010010001000100010 | )

4096 11110010010011010010010101010101 e 1

11110010010011010010010101010101 4096

01001001010100111111111111111000 (—) Not prese nt

01000001010010010010001000100010

11111111111111111111000011111111 &> |Not present

111111111111211112112111112111111111

010101010101010101010101010101011 2 G B

4GB >
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Virtual Memory with Swapping

up to 1.2GB/sec
(e.g., new Mac Pro), swap file
newest iMacs on PCle flash

storage

Process P1 P1 page table

() | 01000001010010010010001000100010 | )

00000000000000000000000000000000 O

4096 11110010010011010010010101010101 e 1

11110010010011010010010101010101 4096

01001001010100111111111111111000 &> |Not present

01000001010010010010001000100010

11111111111111111111000011111111 &> |Not present

111111111111211112112111112111111111

010101010101010101010101010101011 ZG B

4GB >
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RAM Compression, Not Swapping

* Optimization:
— “Hoard” some RAM, not available to processes

— When physical memory is running low, compress
4K pages in memory instead of swapping to disk

Why bother?
SSDs are fast

PCle solid state storage is crazy fast (1.2GB/

sec+)
Memory is cheapler]
So...why?

© 2014 by Golden G. Richard lll (@nolaforensix)



It’s Worth It

Swapping can cause serious performance issues

PCle storage is fast...memory is much faster

New Mac Pro memory bandwidth:  60GB/sec

Max swap bandwidth: 1.2GB/sec

Lots of cores—compress and decompress very efficiently
Ultraportable laptops still RAM limited

e.g., current Macbook Air: Base 4GB, Max 8GB RAM
Virtualization, even on laptops

Malware analysts, VMWare Workstation, Fusion, etc.
Photoshop, large documents, etc.
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Virtual Memory with Compressed RAM

In Mac OS X Mavericks and Linux, set aside
some RAM and compress pages that would Z"r‘]’asgg'e
have been swapped due to memory pressure

Process P1 P1 page table

() | 01000001010010010010001000100010 | )

00000000000000000000000000000000

4096 11110010010011010010010101010101 R 1

11110010010011010010010101010101

01001001010100111111111111111000 (—) Not prese nt

01000001010010010010001000100010

11111111111111111111000011111111 &> |Not present

111111111111111111111111111111111

0100100101
0100100101

con lpressed
\§~§--i’> IIIIIIIIIIII F)'Eigg‘sess
0100100101

4GB >
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It’s Back

Compressed RAM idea isn’t new

RAM Doubler -- ~20 years ago

Historically, not very effective

Processors too slow to offset compress/decompress costs
Plus poor integration with OS

Old academic paper (2003) on compression schemes for
RAM:

— M. Simpson, R. Barua, S. Biswas, “Analysis of Compression
Algorithms for Program Data”

— http://terpconnect.umd.edu/~barua/matt-compress-tr.pdf

Compression scheme in Mavericks (WKdm) was invented in
1999

Now, super fast CPUs, lots of cores
Tight integration
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Compressed RAM: Forensic Impact

Currently, “simultaneous” capture results
in lots of smearing

swap file
on disk

With compressed RAM, may be little or no
data swapped out—capturing RAM captures
(some) “swap”!

No support in current tools—compressed
data opaque or ignored

Our tools enable analysis of
compressed RAM

© 2014 by Golden G. Richard lll (@nolaforensix)



Mavericks VM: Too Much Detai

struct vm_map
// osfmk/vm/vm_map.h

lock_t
—f—struct vm map_header hdr
pmap —————|
hint ———0|

first_free

lock

pmap_t -
vm_map_entry_t

vm_map_entry_t N

struct vm map header
// osfmk/vm/vm_map.h

T struct vm map_links links
int nentries
boolean_t

entries_pageable

struct vm _map_entry
// osfmk/vm/vm_map.h

struct vm map_links
// osfmk/vm/vm_map.h

Q)

AN /

@ Threads

26

struct task

// osfmk/kern/task.h

vm_map_t

struct shared region_mapping *system shared region

struct tws_hash

/

map

*dynamic_working_ set

Task

|Applications

|Graphical User Interface

Aqua

Classic[BSD, X11] Carbon| Cocoal WebObjects

QuickTime

Application Environments

hint to quickly
find free space

doubly linked list of vm_map_entry structures, sorted by address

machine-dependent: encapsulates
VM support hardware (such as the MMU)

hint to start searches again
from the last successful search

Java
AWT, Swing

Quarz Exreme  Quartz  Quanz 20 Extreme

iGraphics and Multimedia
pmap_t S e el e
// osfmk/ppc/pmap.n | queue of pmaps QuickDraw|| Core Graphics
L prev next —— 20 Window Server. Core Image Core Video ..‘x

Application Services

Core Audio || Core MIDI

OpenGL

Audio HALIMIDI HAL

Appla Events

|

I

|

| struct vm_map_entry prev
| struct vm_map_entry next
|

|

vm_offset_t start
vm_offset_t end
I _ _ __ _ _ _ MFNSl N
union vm_map_object object
vm_object_offset_t offset

protection and inheritence attributes

union vm_map_object
// osfmk/vm/vm_map.h

35
]

el

sharing

struct vm_object
// osfmk/vm/vm_object.h

struct vm_object *vm_object

|-struct vm_map *sub_map
recursive: belongs to
another map
I
struct vm_page
// osfmk/vm/vm_page.h
Q-2
3 52 <—tqueue chain t memq
e
.‘.3- < g <—+ queue_chain_t listg
» o Q = -
5 % % <—+ queue_chain_t *next
[ g = =
.20 H
vm_object_t object — ]
vm_object_offset_t offset
physical
address ppnum_t phys_page H
of page
(if resident)

FIGURE 8-6 Details of the Mac OS X Mach VM architecture

queue_head_t
| ! -

struct vm_page

int

struct vm_object
vm_object_offset_t
memory_object_t

vm_object_offset [t

\:imory_object_c mtrol t pager_controi‘/)

vm_object_size_t

struct vm_object

~

memg
size
*size
ref count
*copy
*shadow -
shadow_offset
pager

paging_offset
-

memory objedi

(Mach port)

e

Shadow Object

Pager Control

URLs

es and Plug-ins  Collection Management  Data Formatting  Locale Information  Low-Level Networking|
Procass Management  Run Loops

Stream-Based VO  String Utiities

(Open Firmware + BootX) / (EFI + boot . efi)

System Hardware

‘M I
Il
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Mac OS X Mavericks Implementation

Implemented as a pager

Fits nicely into the standard Mach virtual
memory architecture

Compressor pager hoards a modest amount of
memory

Page in / Page out requests all go through the
compressor pager

On page fault, pages actually swapped to disk
are swapped in, decompressed, and returned

Otherwise, just decompressed and returned



Mavericks Implementation (2)

Compressor pager monitors “fullness”

Schedules pages to be swapped out to disk as
necessary

Implementation in C (like most of Mach and BSD)
except for optimized version of WKdm

Pages are compressed and decompressed using
WKdm:

— Paul R. Wilson, Scott F. Kaplan, and Yannis
Smaragdakis, The Case for Compressed Caching in
Virtual Memory Systems, Proceedings of the USENIX
Annual Technical Conference, 1999.

Mavericks: Hand-optimized 64-bit assembler
version of Kaplan’s original C code
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Mach VM: C + asm

struct vm_map
// osfmk/vm/vm_map.h

lock_t lock
——struct vm_map_header hdr
pmap_t

vm_map_entry t

first_free

vm_map_entry_t

@ @ @aneads

struct task

// osfmk/kern/task.h

vm_map_t

struct shared region
pmap T struct tws_hash

Task

map
_mapping *system_ shared region

*dynamic_working_set

hine _\\J

struct vm_map header
// osfmk/vm/vm_map.h

— struct vm map_links links
int nentries
boolean_t

entries_pageable

pmap_t
// osfmk/ppc/pmap.h | queue of pmaps
- prev next ——

struct vm map entry
// osfmk/vm/vm_map.h

struct vm _map links
// osfmk/vm/vm_map.h

hint to quickly
find free space

machine-dependent: encapsulates
VM support hardware (such as the MMU)

hint to start searches again
from the last successful search

doubly linked list of vm_map_entry structures, sorted by address

I

I

I

| struct vm map_entry prev
| struct vm map_entry next
|

|

vm_offset_t start
vm_offset_t end
l_ s | N
-union vm map_object  object
vm_object_offset_t offset

protection and inheritence attributes

union vm map_object
// osfmk/vm/vm_map.h

sharing

struct vm_object *vm_object

| queue_head t

struct vm_map *sub_map
// vm_object_size_t
recursive: belongs to struct vm_page
another map int
L
: struct vm_object
struct vm page struct vm_object
// osfmk/vm/vm_page.h -
° 0 vm_object_offset_t
‘1"3) S E <—+ queue_chain_t memq memory_object_t
=] E © : . - -
5 % © < queue_chain t listq vm_object offset [t
3 _ -
'zc) % 3 <— queue_chain_t *next
[ S - =
0 .20
vm_object_t object —
vm_object_offset_t offset
physical H
address ppaum_t phys_page H memory objec
of page

/struct vm_object \

// osfmk/vm/vm_object.h

-]
/ﬁmory_object_c ntrol t pager_control/

Shadow Object

memg
size
*size
ref_count
' *copy

*shadow ————_|

shadow_offset

Pager Control

pager

paging_offset

(if resident)

(Mach port)

FIGURE 8-6 Details of the Mac OS X Mach VM architecture

|~

~73K lines of C

= xnu-2422.1.72/osfmk/vm:

xnu-2422.1.72/osfmk/x86_64/WKdm*.s:
~1000 lines of 64-bit assembler for
WKdm_compress_new() /

WKdm_decompress_new()

Just vm_compressor /
vm_compressor_pager:
~4K lines of C + the assembler, above

© 2014 by Golden G. Richard lll (@nolaforensix)
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Compressor / Compressor Pager Internals

-

virtual address
to slot mapping

cpgr_s lots\

l €—— compressor_pager (pervm map entry object)

compressor object (global)

\ c_size

\_

c_offset

|

virtual address of page

/.

\ € c_segments
X
|
|
|
[
/ c_slots
1 |
’H = \ compressor
J ~~~~~~~~~~
1‘ >~ compressed pages
c_buffer

© 2014 by Golden G. Richard lll (@nolaforensix)



Volatility

Most popular memory analysis framework
Open source

Portable, written in Python ©
Supports analysis of Windows, Linux, Mac
Plugins add new functionality

Our contribution: New plugins for
compressed RAM analysis

— Mac implementation: Mostly me (@nolaforensix)

— Linux implementation: Mostly Andrew Case (@attrc)
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New Plugins for Volatility

* mac_compressed_swap ( / linux_compressed_swap)
— Decompress and dump all compressed pages
— Emits compressor stats:

 Compressor memory used : 19167408 bytes
* Available uncompressed memory ; 466462 pages
* Available memory ; 471251 pages

 “Easiest” of the new plugins to implement

— Required Python implementation of WKdm
decompression (for Mac)

— Required detailed analysis of compressor pager and
emulation of portions in Python

— But not entire page fault 2 decompression path

© 2014 by Golden G. Richard lll (@nolaforensix)
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New / Modified Plugins for Volatility

 mac_dump_maps ( / linux_dump_maps)
— Dump address space for all (or individual) processes

— Previous implementation used Volatility’s standard
mechanism for emitting 4K pages in address space

— Simply skipped pages marked “not
present” (swapped)

— Now, pages that are marked not present compared
against compressor pager holdings

— Decompressed if possible and made available

* Involves deeper analysis of Mach / Linux VM
systems

 Much more complex (not your problem)
e We ¥ OS internals

© 2014 by Golden G. Richard lll (@nolaforensix)
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Representative Distribution of Compressed Pages

90
85
80
75
70
65
60
55
50
45
40
35
30
25
20 -
15 -
10 -

# of processes

# of compressed pages
Mac OS X 10.9, 2GB RAM, 124 processes, moderate memory pressure, 300MB compressed
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Compressed RAM: Conclusions

Significantly reduces swapping to disk
Used very aggressively in Mac OS X Mavericks

Soothes RAM < —> swap file consistency problems for
memory analysis

Makes more evidence available

Essential for more “complete picture” in memory
analysis

Our analysis tools integrated into Volatility

Side effect of research: (more) affirmation that Python
is too slow for most security tool development

That’s for another talk or over a beer

Questions?
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Benchmarks (Sorry, Python)
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